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The GCHQ recruitment puzzle begins on the page that announces the competition:
https://canyoufindit.co.uk. The first step is to understand what it is that you are expected to do. If
you examine the source code of this page



https://canyoufindit.co.uk/

2] https://canyoufindit.co.uk/ - Original Source = &
File Edit Format

1: <!DOCTYPE himl > ~

2i<!--[if 1t IE 7]> <html class="ne-js 1lt-ie? lt-ies lt-ie?"» <l[endif]--»

3 7] <html class="ne-js 1lt-ied lt-ies™> <l[endif]--»

4 8]» <html class="ne-js ied lt-ie9"» <l[endif]--»

5 i 9] <html class="no-js ie®™:» <l[endif]--»

6:«!--[if gt IE &]><!--» <html class="no-js"> <l--<l[endif]--»

7 cheads

] <meta charset="utf-&">

9 <meta http-equiv="K-Ub-Compatible" content="IE=edge,chrome=1">

12 <titlesGCHQ :: Can you find itPe¢ftitles

11 <meta name="description" content="Our new challenge is to find and sclve 5 codes we hawe hidden around the web. For anyone able
to rise to the challenge and find all the codes, you'll join an elite community of people with some of the specific skills we leok for
at GcHD. ">

12 <meta name="wiewport" content="width=112a">

13

14 <meta preperty="og:iimage" content="https://canyoufindit.co.uk/img/GCHY. prg" />

15 <meta property="og:title” content="GCHY :: Can you find it?"/>

16 <meta property="og:description™ content="Cur new challenge is to find and solve 5 codes we have hidden around the web. For
anyone able to rise te the challenge and find 211 the codes, you'll jein an elite community of people with some of the specific skills
we look for at GCHD.™/>»

17 <meta property=“ogiurl™ content="https://canyoufindit.co.uk/"/>

15 <meta property="pg:site name" content="GCHQ :: Can you find 1t™/>

19

28 <link rel="stylesheet™ href="css/normalize.css™>

21 <link rel="stylesheet" href="css/main.css"»

22 <script src="jsfvendor/modernizr-2.6.2.min. js"s</script>

23 <theads

24 <body>

25 <div id="header">

26 <div class="container"s

27 <a rel="hub™ id="gchg-logo” href="/">

28 GCHY - explore another world...

29 <fax

L <div class="module m-progress"»

31 <p>Completed - <span id="number">@f</spans></p>

3z <div class="bar-container"»

33 cdiv class="bar-background™s

34 <fdivs

35 cdiv id="bar-progress" class="" data-percent="2a"»

36 fdivy

37 <fdivs

38

39 <fdivs

42 <div id="social-links"™ class="addthis_toolbox">

41 <ul»

42

43 «lir<a rel="facehook" href="https://facebook.com/sharer. phprushttpsk3akh2Fh2Fcanyoufindit. co. ukkzF™
target="_blank" class="addthis_butten_facebook facebook"></a»</1i»

44 «lir<a rel="twitter" href="https://twitter.com/intent/tueet furl=httpsh3ak2Fh2Feanyoufindit. co. uk f&test=GCHQN2E0h
IMEIAM2OCanN2 Bvouk2@F indM2@TtHIF" target="_blank™ class="addthis_button_twitter twitter"s</faz</lix

45 €¢lis>e¢a rel="email" href="mailto:rsubject=Carfk2@youlizefindd2ethefiz@cyberk2@secretshaFibody=Lasth2@yeark2CH20GCH)%
2@crestedii2@a¥2@groundbreakingk2@challengefhz (2 @which¥z @askedd2 2 7Cank2@vouk2 @CrackH2@It%27. M2 elowh2 @i nfi2 0201 3H2 (k2 they 2 Fr H20askingh
20CanM2evout2 @F ind2@ItHEIFN2 @20 Their 2 @newk2@chal leng il 01 X2 0t o280 i nd%2 @and2 @50l vei2@5K20c odesh2@hiddenk2 @aroundX2@the20ueb . %2 0F orf
2@anyonefiz@abl 2@t ok @risefiz @tofz@thefi2@challengefi2@andi2@f ind%2@al 1%z @t hefiz@c odeshz Ch2 @theyk2 711% 28  olnfi2@ankz@el i tefi2 @comunityfbz@o i
2@pecplefiZBuith¥2@somefi2 Bofh2Bthefiz2@speci fickalskills%2@prized¥20byX20GCHY . H2BH2BaCHRXN2Ra 1 scM2 Bhav M2 Bsomei20great®2 @prizes . %2 Bvoull
20couldizewinkzelbhzeofizeleek2@Raspherry%20P %2 Gork201 %200 Hh205%2 BGoogl 2 @Nexusk207h20t ablet s %2@Cank2 @y oukzof indikzed tHsFk2ohttpsi
34/ fcanyoufindit. co.uk/™ class="addthis_butten email email-link addthis_button"»<fasz</1lis

46 <ful>

47 <fdivs

48 <fdiv>

49 <fdivr

s

51 <div id="main">

52 <div class="container"s

53 <hl»Can you find itfe/hl>

54 <div class="main-content" role="main">

55 <prexAlvLI QIQWT QOSQ0 ELGCY IIQUWD LCUQE ECENN WWOAD

S6: LTONU QTGAW TSMDO QTLAD QSDCH PQQIQ DQQTQ OOTUD

57 BNIQH BHHTD UTEET FDUEA UMORE SQEQE MLTME TIREC

S& | LICAL QATUN QRALT ENEIN RKG</pre» v

you will see that it includes the message:

"Our new challenge is to find and solve 5 codes we have hidden around the web. For
anyone able to rise to the challenge and find all the codes, you'll join an elite
community of people with some of the specific skills we look for at GCHQ."

So, we appear to be looking for a series of web pages each of which will contain a clue to the next
page and an answer to the place in the boxes on the start page.

The first puzzle is on the page you see in your browser. It contains a series of characters:
AWVLI QIQVT QOSQO ELGCV IIQWD LCUQE EOENN WWOAO
LTDNU QTGAW TSMDO QTLAO QSDCH PQQIQ bQQTQ OOTUD

BNIQH BHHTD UTEET FDUEA UMORE SQEQE MLTME TIREC



LICAI QATUN QRALT ENEIN RKG

To a code breaker there are a few features that immediately strike you about this text:

1.

2.

It is displayed in groups of five characters. This is a historic trend used in part to stop any
particular frequency or word matching to be made available by the format in which the
message was transmitted. It is probably most famous from the many encrypted Enigma
messages that on sees written about. In essence, you can ignore it as it is unlikely to provide
you with anything useful for decrypting the message.

There are a large number of “Q’s”. This is unusual as Q is an infrequently used letter in the
English language, and assuming the message is in English, the Q’s probably server some
function. Such infrequently used characters are often used as spaces. So, it is likely that you
can ignore the actual spaces used to create the five letter groups and assume that the Q’s
are the actual spaces.

For anyone who has dealt with ciphers the number of characters is of interest. Here we
have 143 characters, which just happens to be the product of two prime numbers: 11 and
13. This is a big clue. What you are supposed to do is rearrange text as shown into a grid
thatis 11 by 13 characters:

o|=|m|H|c|v|z|o|o|o|>

R|Cc|H|o|O|lo|0|H|O0|O|O
QOZ|—|mCc|lH|T|wi>| Vv

momopolo|r|ic|lo|0|o

m—|rmwolo|d|Z2|— |0

—lo|dlz|lz|4|plo|lz|—|<

:ummmopcl—coé
> opmwip|lod|om|I<
=S|~ |o|m|—|old|zZzImo|—
Z|PIZCT0NFEOoMm<|—
Z>§CIQV’>§,O—|
meZHOUEEEQ

Now if you read down the columns, using Q’s as spaces you see the following message emerge:

A COMPUTER WOUL DESERVE TO BE CALLED INTELLIGENT IF IT COULD DECEIVE A HUMAN INTO
BELIEVING THAT IT WAS HUMAN WWWDOTMETRODOTCODOTUKSLASHTURING

This form of encryption is a transposition cipher. It has many forms but the one used here is one of
the simplest. It has a long history and before electronic encryption devices it, and its variants were
the basis for many secret communications.

If you take the web address at the end of the message and write it in more familiar form:

www.metro.co.uk/turing

you have the next stop on your journey, plus you have the answer to the first clue which is “Turing”.


http://www.metro.co.uk/turing
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Take part in the latest challenge from GCHQ. Find and solve five challenges hidden all over the web — if you can. Then enter the solutions at
CanYouFindit.co.uk and you will have a chance to win a Raspberry Pi or a Nexus 7.
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# Cyber & Technical Operations Raspberry Pi Google Nexus 7
Various Locations Win one of 100 amazing mini-computers Win one of 5 of these cutting edge tablets

* Maths & Cryptography
Cheltenham
*» Advanced Technology Research

Cheltenham ] v

When you arrive at the new web page you see that there is a file available to download. It helpfully
has the extension “key” so even before opening it one can assuming it is some form of encryption
key. Download and open the file and you see the following:

MIIC2gIBAAKBgDfABKS+joDLdbFTDJ+y3PTTzkqCill2qEjgxdgliyZshiTeKUck
SYVyKBeOBtB3FwwgXVa6iNEHJeLFewFE6UIEOIcatVp11Zg0ibMfnqTivbd6t8/z
3KzqrFksg9xQiicMactmTgFkm8ro50Dc2NTQzMjEwLy4tLCsIBOCOVHxAgMBAAEC
gYATW12FB2BtQbecmSxh6rWjYENZRZhgdvoZS8oF9xIYfwdNtRF5/RR1/BwFia++
BAuBktgTu/KzORsjcNPzrdOuTCbTG6hW8YPK2ROVOOeAMHek8NI3+SW5wdePKuWw
MdjDDjgxXDns+ZC1d2Cpz5V+x+2zn0OYLObsEKeiOsWI7LQKBgDfABK8+joDLdbFT
DJ+y3PTTzkqCillL2gEjgxdgliyZshJTeKUckSYVyKBeOBtB3FwwqgXVab6iNEH)eLF
ewFE6UhVSiorSHGPArFhsOQOv90ob1NCV7P8M99gN4XpIlmX/xs05HgQCVh9aMWtio
pKCcmlJSQjliEgHx4dHBsU9JB+TvkAkB3dy53aHRzaXNpbGd1b2VjdHNyZWhzcmku

ZW9jdS4va2xidGVoY2VsIHkgICAgICAgICAgICAgICAgICAgIAUPAKATpPSSd/C5S



IEAbUPk+ZYAdt70YVzay7ViAiaukhkt+/sIG+m8GmHNAKyLf9ohx3/alcd/2iHHf
9ohx3/ayirJPAkAlef]YEpdAoRjJQCHPGUpOVjLiyQMyPcnsutG+ctAGGUS8IZTDU
yUim9V7iwqTE4sKkxOLCpMTiwgTE4sKkxOFNAoGAFInzTsAOkauW3crd1XfxMhxi
tUkapdQglwvFhZuouNIlybfEOfW6WkjtghBDyqf50cEFWXMJ7Vk8mrécwTosPvYKU
VXKUCblretLTeU95TIbkprizPky++5b7pQuSi3mpLMi+6VgvcjTthfXPYNg2Jjlp

gmteCafelYL/2FTAMT8=

If you take this on face value it is a RSA Private Key from an RSA Public/Private key pair. What is a lot
less clear is what it is supposed to be used to decrypt. The page contains no other text or files that
would seem to be usable with this key. You have to assume the key itself has something more to tell
you. So, the starting point of most forensics is to open the file in a hex editor and see what it might

reveal:
o HxD - [C:\Users\AlanW\Documents\comp1.key] - O ES
] File Edit Search View Analysis Extras Window 7 == [x
- " 32 || AMEL w | hex v

W
E] complkey

offserc(h) 00 01 02 03 04 05 06 07 08 08 O&4 OB OC OD OE OF 10 11 12 13 14 15 16 17 18 19 14 1B 1C 1D 1E 1F

00000000 2D 2D 2D 2D 2D 42 45 47 49 4E 20 52 53 41 20 50 52 49 56 41 54 45 20 4B 45 59 2D 2D 2D 2D 2D OA ‘_TffffEEGIN RSL PRIVATE EEY---—- -
00000020 4D 49 49 43 32 67 49 42 41 41 4B 42 67 44 66 41 42 4F 35 ZB 6L 6F 44 4C 64 62 46 54 44 4 2B 78 MIICZgIBARKBQGDLABES+joDLAbFTDI+y
00000040 33 50 54 54 7h BB 71 43 69 31 4C 32 71 45 BL 67 7B 64 67 31 6D 79 5L 73 63 4L 54 65 4B 55 63 6B 3PTTzkqCilLzgEjgxdglivishITeKUck
00000080 0L 53 59 56 79 4B 42 65 4F 42 74 42 33 46 77 77 71 58 56 61 36 69 4E 45 43 4L 65 4C 46 65 77 46 . SVWyKEeOBtB3FwwqIVasiNEHIeLFewF
00000080 45 36 75 6C 45 4F 49 63 61 74 56 70 31 31 5S4 67 30 62 62 4D €6 6E 71 54 69 76 62 64 36 74 33 ZF E6ulE0IcatVpliZglibMfngTivhdets/s
Q00D00AD 74 OA 33 4B 74 71 72 46 €B 73 &7 30 75 51 69 69 &3 4D 61 63 74 &D 54 71 46 6B 6D 38 72 BF 35 4F z.3KzgrFksgSxOiicMactmTgFlanSroSo
000000CO 44 63 32 4E 54 51 TA 4D 64 45 77 4C 79 34 74 4C 43 73 6C 42 4F 43 4F 56 43 75 41 67 4D 42 41 41 DeZNTQzNIiEwLydtLCslBOCOVHXAgMELL
QO0DOOED 45 43 0O& 67 59 41 54 57 31 32 46 42 32 42 74 51 62 65 63 6D 53 75 68 36 72 57 6k 59 45 4E 54 52 EC.gVATWi1ZFBZEtQhecmIxh&érWiYEMIR
00000100 54 68 67 64 76 6F S5A 53 38 6F 46 32 78 6C 59 68 77 64 4E 74 52 46 35 ZF 52 52 31 2F 42 77 46 69 ZhgdvoZZSoFSx1VEwdNtRFS5/RR1/BwFi
00000120 61 ZE 2B DA 42 41 75 42 6B 74 67 54 75 2F 4B 7h 4F 52 73 6A 63 4E 50 74 72 64 30 75 54 43 62 54 a++.BiuBktgTu/KzORsjcHPzrdOuTChT
00000140 47 36 68 57 38 59 50 4B 32 52 4F 56 4F 4F 65 41 4D 45 65 6B 38 4E 6C 33 ZB 53 57 35 77 64 65 50 GEhUSYPEZROVOOe AMHekSH13+3WSwdeP
00000160 4B 75 57 77 OA 4D 64 AA 44 44 6A 71 78 58 44 AE T3 ZE SA 43 31 64 32 43 70 TA 35 56 ZB T8 2B 32 Kullw.MdjDDigxEDns+EZC1dZCpeSUix+E
00000180 74 6E 4F 59 4C 30 62 73 45 4B 65 69 30 73 57 AC 37 4C 51 4B 42 67 44 66 41 42 4B 35 ZB 6A 6F 44 zn0YLObsEEeiOsW17LOEEgDfABKS+ioD
00000140 4C 64 AZ 46 54 0L 44 44 ZE 79 33 50 54 54 74 6B 71 43 69 31 4C 32 71 45 Ah 67 78 64 67 31 69 79 LabFT.DJ+y3PTTekgCilLZgEjgxdgliy
000001CoO  Sia 73 A8 44 54 65 4B 55 63 6B 53 559 56 79 4B 42 A5 4F 42 Y4 42 33 46 77 77 71 58 56 A1 36 69 4E  ZshdTeKUck3YVyKBeOBCEBIFuwgXVatiM
000001E0 45 45 44 65 4C 46 0OA A5 77 46 45 36 75 68 56 53 69 AF 72 35 48 47 50 41 72 46 68 73 4F 51 30 76 EHJeLF.ewFEfuhV3ior SHGFArFhsOoQO0wv
00000200 39 6F 62 31 4E 43 56 37 50 38 4D 39 39 71 4E 34 58 70 6C 6D 58 2F 78 73 30 35 48 67 51 43 56 68 SoblNCVIPENS9qN4XplmX/ xs05HQQCVh
00000zZzZ0 39 61 4D 57 74 69 AF OA 70 4B 43 63 6D 44 53 51 6L 49 69 45 67 45 78 534 64 45 42 73 55 39 44 42 9aMitio.pKCemd3Q] IiEgHx4dHBsUSJE
00000240 2B 54 76 6B 41 6B 42 33 64 79 35 33 61 48 52 7h 61 58 4E Y0 62 47 64 31 62 32 56 6L 64 48 4E 79  +TvkAkB3dyS3aHRzaENphGAdlbEWidHNy
00oooz60  S5& 57 68 7A 63 6D 6B 75 OA S 57 39 6A 64 53 34 7h 61 32 78 69 64 47 56 6F 59 32 56 73 459 48 6B ZWhzomku. ZWSjdS4valxidGVoTaVsIHk
00000280 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 43 41 67 49 41 75 50 41 6B 41 gICAgICAgICAgICAgICAgICAgTAuPLkKR
00000ZAD 54 70 53 53 64 2F 43 35 53 DA 49 45 41 62 55 50 6B 2B 54 59 41 64 74 37 4F 59 56 74 61 79 37 56 TpSSd/C55. IEABUPk+ZITAAE7OVVzay 7V
000002C0 69 41 62 61 75 6B 65 6B 74 2B 2F 73 44 47 2B 6D 35 47 6D 45 6E 41 4B 79 4C 66 39 6F 65 78 33 2F ilhisukhkt+/sIG+uSGmHnAKyLESohx3/
0O0000ZED 61 49 63 64 2F 32 69 40 45 66 OA 39 6F 68 76 33 2F 61 79 63 72 44 50 41 6B 41 49 65 66 4A 59 45 alcd/ZiHHL.Sohx3/ayirJPAKAI=LJYE
00000300 70 64 41 6F 52 oA 4A 51 43 40 50 47 55 70 4F 56 oA 4C 69 79 51 4D 79 50 63 6E 73 75 74 47 2B 63 pdAoRJJOCHPGUROVILivQHyPonsucG+o
00000320 74 41 47 47 55 36 6C SAh 54 44 55 0 79 55 69 6D 39 56 37 69 77 71 54 45 34 73 4B 6B 75 4F 4C 43 tAGGUSLITDU. yUimdV7iwgTE4sKkxOLC
00000340 70 4D 54 69 77 71 54 45 34 73 4B 6B 75 4F 46 4E 41 6F 47 41 46 49 6E 7L 54 73 41 4F 68 61 75 57 pHTiwgTE4sKkxOFNAOGAF InzTsACkaul
00000360 33 63 72 64 31 56 66 70 4D 60 75 65 0L 74 55 6B 61 70 64 51 71 6C 77 76 46 658 5L 75 6F 75 4E 458 JcrdlXfxMhxi.tUkapdQqlwvFhIuoullI
00000350 79 62 66 45 4F 66 57 36 57 6B oA 74 67 68 42 44 79 71 66 35 30 63 45 46 57 55 4D 4L 37 56 65 38 yhIEOLWeWkItghBDyygfSOcEFWIMITVRS
Q00DO3R0 6D 72 36 63 77 54 6F 73 50 76 59 4B 55 0L 56 55 4B 55 43 62 6C 72 65 74 4C 54 65 55 39 35 54 6C wrecwTosPvTEU. VIKUChlretLTeUSSTL
000003C0 62 6B 70 72 68 TA 50 6B 79 ZB 2B 35 62 37 70 51 75 53 69 33 6D 70 4C 4D 63 2B 36 56 67 76 63 64 bkprizPky++Sh7pQuIidmpLMi+eVerc)
O0DD0D3ED 54 74 63 66 58 50 59 4E 67 32 44 64 414 70 0L 67 6D 74 65 43 34 66 65 6C 59 4C 2F 32 46 54 41 6D TrhiXPYNg2JiJp.gwreCifelV¥L/2FTim
00000400 54 35 3D OA 2D 2D zD 2D 2D 45 4E 44 20 52 53 41 20 50 52 49 56 41 54 45 20 4B 45 59 2D 2D 2D 2D T8=.-————- END RSL PRIVATE KEV--———
00000420 2D 04 -

Offset: 0 Owerwrite

Even when you remove the header and footer (-----BEGIN RSA PRIVATE KEY----- and ----- END RSA
PRIVATE KEY-----) it doesn’t tell you much.

As is common practice for transmitting keys, the file is encoded using Base64. There are lots of
online Base64 decoders into which you can place this key for decoding (remembering to remove the
header and footer first). | used http://www.base64decode.org/ which gave me:



http://www.base64decode.org/

itk fnenai basegdd,, D = & | BB Basetd Decode and Encod... =

File  Edit Miew Favorites Tools  Help

BA S E 64 Have fo deal with Baset4 format? Then this site i= made
encode Y our data. F You're mterezted about the imner w or

Decade and Ene the bottom of the page. VWelcome!

Decode B Encode ‘

Decode from Base64 format

Simply use the form below

MIIC2gIBAAKBgDIABKB+joDLAbF TDJ+y 3P TTzkqCitL2qEjgxdgliyZshJTeKUck
SYVyKBeOBtB 3FwwqXVa6iNEHJeL FewF EGUIE OlcatVp11Zg0ibMingTivbd6t8/z

IKzqrFksgdx QiicMactmTqFkmBro50Dc2NTQzMIEwLy4tL CsIBOCOVHxAGMBAA
EC

g ATW12FB2BtQbecm Sxh6rVjY ENZRZhgdvoZ580F SxIY fwdNtRF5/RR1/BwFia+
.I.

BAuBktgTuw Kz ORsjcNPzrd0uTChTGEhWBYPK2ROVO0eAMHekaNI3+3W swdeP
KuWw

MdjDDjqxXDns +2C1d2Cpz5V-+x+2zn0YL 0bsEKeilsWITL QKB gDIABKS+joDLdbE

< >
; UTF-8 hd
O I (You may also select input charset.)

07=uS JRH5&I)GSIr{w *|V%{DD8Zul4fzsY P ifNAIQ[] mA, aZE CYE WOMyu 8

#p LAVE0ww 9\ -01* 0w ¢~0 00 0)Hi-7>uS JRHE&)GEIr{w *|VI{DUJ*+gadE -
zeMGOZxtplSA; @ww whisisilguoectsrehsri.eocu. /kibtehcel y @%.R
@P>eW6XK~Foy+"qqqqD 00 D0@yX@@INV22=COr0% e0H amnma M Nw2bl* MNZm}
n; tpAV{VO&ONUr  kzyOyNVigl=L y TXrd 6&2ik" sT?

As you scan through the decoded string of characters you see a string embedded in it which starts to
look familiar: ww.whtsisilguoectsrehsri.eocu./klbtehcel y

And if you do a simple swap of alternate characters you find you have another web address:

www.thisisgloucestershire.co.uk/bletchley

Sure enough this is the next stop on the journey, and “Bletchley” is the next answer for the main
page:


http://www.thisisgloucestershire.co.uk/bletchley

.co.ukfbletchley.html £~ & | [ thisisgloucestershire.co.uk
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2910404C21CF8BF4CC93B7D4A518BABF34B42A8AB0047627998D633E653AF63A873C\
BFABBESBDOSS5ED125D4539706932425E78C261E2AB9273D177578F20E38AFEF124E06\
8D230BA64AEBBFFB80256EA015AA3BFF102FE652A4CBD33B4036F519E5899316A6250\
840D141B8535AB560BDCBDESAG67AOSB7C97CB2FA308DFFBADSFY9

Take part in the latest challenge from GCHQ. Find and solve five challenges hidden all over the web — if you can. Then enter the solutions at
CanYouFindit.co.uk and you will have a chance to win a Raspberry Pior a Nexus 7.
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The page contains a new stream if characters:
2910404C21CF8BFACC93B7D4A518BABF34B42A8AB0047627998D633E653AF63A873C\
S8FABBESD095ED125D4539706932425E78C261E2AB9273D177578F20E38AFEF124E06\
8D230BA64AEBSFF80256EA015AA3BFF102FE652A4CBD33B4036F519E5899316A6250\
840D141B8535AB560BDCBDESA67A09B7C97CB2FA308DFFBADIYF9

It looks very much like a modern cipher stream so one has to assume there is a key for decrypting it
which of course we were just given on the previous page. So, let’s revisit the key we were given.

Files that begin and end with these words have a very definite format. It is known as PKCS#1 and
comprises the following elements:

ASN.1 Header
Algorithm Version
Modulus

Public Exponent
Private Exponent
primel

ok wWNPE



7. prime2

8. exponentl
9. exponent 2
10. coefficient

Each of these can be extracted manually by partitioning up the hex format of the key. If you do that
you see that the web address www.thisisgloucestershire .co.uk/Bletchley is in the component known
as Prime 2.

There are online descriptions if you wanted to go this route eg
http://etherhack.co.uk/asymmetric/docs/rsa_key breakdown.html However, the simpler way is to
use a tool such as OpenSSL which is available here http://www.openssl.org/ This will give you all of
the components of the Private Key by analysing the key file with the simple command:

openssl.exe RSA —in compl.key —text

which outputs the following:


http://etherhack.co.uk/asymmetric/docs/rsa_key_breakdown.html
http://www.openssl.org/
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Now find yourself a RSA decryptor. | used one written by Nathan Michaels at

http://nmichaels.org/rsa.py



http://nmichaels.org/rsa.py

a@|. fittpif/nmichaels.org/sa.py P~ ||. RS&, Encryption Calculator | | N A B

File  Edit

~
lhomejscripts/dev/urandom|

han Mic!

“iew Favorites Tools Help

Directions are at the bottom.

37c004af3e8e80cb75b1530c9fb2decf4d3cedalB28b52f6aB48e0c5dB358b266cB8494de2647244585
7228178206d077170c2a5d56ba8B8d1l0725e2c57b014422254438871ab55a75d5983488b31f%eade2
bdb77ab7cff3dcaceaac592c83dce508a270c69chetdealodSbecaciedeldedBdddlcccBedclbechibd
b0ac94138235851f1

Public
Exponent:

IS F Ol | 351548507606d41b79c992c61eab5a360435945986076£fa194bcal5£719587£074db51179£d1475

bl c1 c0589afbe040b8192d813bbE2b3391b2370d3£3addd2e4c26d31bad56f183¢cad9139538.78030

77a4£0d977£925b%c1ld78£f2ae5k031d8c30e3abl5c39%ecff90b57760a9%cf857ecTedb3%cetlbdlbb
042%e8b4bl697b2d

0x20 0x20 0x20 0x20 0x20 0x20 0x20 0x20 Ox77 0x77 0x2e 0x77 0x68 0x74 0x72 0x65
O0x67 0x65 0x73 0x69 0x65 O0x74 0xZe 0x72 O0x6f 0x63 0x75 OxZe 0x2f 0x6b Oxbe 065
0x67 0x69 0x6l Ox6d 0x30 0x32 0x33 0x31 0x20 0x20 0x20 0x20 0x20 0x20 0x20 0x20

Hexadecimal ©

Character @

String
Encrypt
Decrypt

Generate v

Hence the decoded hex string is:

202020202020202077 77 2e77 6874 72 65 67 65 73 69 65
74 2e 72 6f 63 75 2e 2f 6b 6e 65 67 69 61 6d 30 32 33 3120 20
202020202020

If you put this back into your favourite Hex editor you again see a web address that has had each
character swapped:

1 HxD - [Untitled1] - B
] File Edit Search View Analysis Extras Window 7 ==
vl | | v | ANSI || hex v
58 Untitled?
Offsetih) 00 01 0Oz 03 04 05 06 07 08 09 0O OF OC OD OE OF 10 11 12 13 14 15 16 17 18 19 14 1B 1C 1D 1E 1F -
00000000 20 20 20 20 20 20 20 20 77 77 ZE 77 68 74 72 65 67 65 73 69 65 74 ZE T2 6F 63 75 ZE ZF EB EE £ m-l.whtragaslat.rucu./kne"
000000zZ0 67 69 61 BD 30 32 33 31 2Z0 20 20 20 20 20 20 20 giamDZ31

Qffset: 20 * Modified * Qverprite




So, swapping back the characters in the string ww.whtregesiet.rocu./knegiam0231 gives you the
URL: www.theregister.co.uk/enigma2013 Hence, you have the next stop on the journey and,
following the pattern where the last part of the URL is the answer for the home page, your next
answer is Enigma2013.

This next page presents something new:

ﬂ hittp:/Ann theregister.co.uk/enign © ~ & ‘ A GCHQ i Can you find it?

File Edit View Favorites Tools Help

el

explore another world...

Challenge Four

Take part in the latest challenge from GCHQ. Find and solve five challenges hidden all over the web — if you can. Then enter the solutions at
CanYouFindit.co.uk and you will have a chance to win a Raspberry Pi or a Nexus 7.

Jobs on offer Prizes

* Cyber & Technical Operations Raspberry Pi Google Nexus 7
Various Locations Win one of 100 amazing mini-computers Win one of 5 of these cutting edge tablets

* Maths & Cryptography

Cheltenham

#» Advanced Technology Research

Cheltenham

© Copyright GCHQ 2013 Terms & Conditions GCHQ Careers CanYouFindIt.co.uk

The new element is a picture. For anyone who has visited Blecthely Park they will recognise the
machine shown as Colossus, the first computer which was used to crack the Enigma code in the
Second World War.

As before let’s take this image file and open it in our hex editor:


http://www.theregister.co.uk/enigma2013

. HxD - [CA\Users\AlanW\Pictures\comp3.jpgl - B
se] File Edit Search Views Analysis Extras Window 7
~ T g 16 W | AME W | hex W

&) Untitled1 5] comp3jpg

Offset (h) 00 01 02 03 04 05 O 07 08 09 04 OE OC OD OE OF ~
O0ooooono  FF DE FFOEO OO0 10 44 46 49 46 00 01 01 01 00 C8

00000010 00 Cf 00 00 FF DB OO0 43 00 02 01 01 01 01 01 OZ

000000Z0 01 01 01 02 02 02 02 02 04 03 02 02 02 02 05 04

00000030 04 03 04 06 05 06 O O 05 06 O O6 07 09 08 06

00000040 07 09 07 O 06 05 OB O 09 0L 0L 0L O DA 06 08

00000050 OB OC OB OL OC 09 0L OAL OA FF DB 00 43 01 02 02

000000S0 02 02 02 02 05 03 03 OS5 OL 07 06 07 OL DA 04 Ok

00000070 OA OA OA OL OR OA OL DL OL 0OA 04 OL OL DA 04 OL

00000030 DA OA OA OA OA OA OL O OL OA 04 O O DA 04 OL

00000090 DA OA OR O OA OA OL O O 0L OL O O DA FF CO

000000A0 00 11 08 00 F& 01 5E 03 01 11 00 02 11 01 03 11

000000BD 01 FF C4 00 1F 00 00 01 05 01 01 01 01 01 01 00

000000CO 00 00 00 00 00 00 00 01 02 03 04 05 06 07 08 03

000000DO 04 OB FF C4 00 BS 10 00 02 01 03 03 02 04 03 05

O00D0DED 05 04 04 00 00 01 7D 01 02 03 00 04 11 05 12 21

O0000OFD 31 41 06 13 51 61 07 22 71 14 32 51 91 A1 08 23  1L..0a."g.2.°.#
00000100 42 Bl C1 15 52 D1 FO 24 33 62 72 52 09 04 16 17 Bxh.RH&$3br,....
00000110 18 19 14 25 26 27 28 29 24 34 35 36 37 38 39 34 ...%&' () *466789:
00000120 43 44 45 46 47 45 49 4L 53 54 55 56 57 53 59 5L CDEFGHIJSTUVWIYZ
00000130 63 64 65 66 67 65 69 64 73 74 75 78 77 78 79 7L cdefghijistuvwxvz
00000140 83 84 S5 86 87 86 89 84 92 93 94 95 96 97 98 99 f. tE und voe——m
00000150 94 AZ A3 A4 A5 A6 A7 AB A9 LA B2 B3 B4 BS B6 B7 ScEm¥|§ @22 pu
00000160 ES B9 BA C2 €3 4 C5 C6 C7 C8 €9 CA DZ D3 D4 D5 e ALRARCEEEAGAS
00000170 D6 D7 D8 D9 DA E1 E2 E3 E4 E5 E6 E7 ES E9 EL F1  Ox@Uld43adeceddn
0000010 Fz F3 F4 FS F& F7 FE FO FA FF C4 00 1F 01 00 03 odd88<sinayi. . ...
00000190 01 01 01 01 01 01 01 01 01 00 00 00 00 00 00 01 wuverenrnrennnes
00000140 02 03 04 O5 06 07 08 09 0L OB FF C4 00 BS 11 00 ...cuen... ¥hop..
000001ED 02 01 02 04 04 03 04 07 05 04 04 00 01 02 77 00 uvnvenennnnn. w.
000001CO 01 0Z 03 11 04 05 21 31 06 12 41 51 07 61 71 13 ...... 11..40.aq7.
000001D0 22 32 S1 08 14 42 91 A1 Bl C1 09 23 33 52 FO 15 "2...B*;xi.#3R&.
000001ED 62 72 D1 OL 16 24 34 E1 25 F1 17 18 19 14 26 27 bri..$445f....4
O0000LFO 25 29 2& 35 36 37 35 39 34 43 44 45 46 47 45 49 () *56789:CDEFGHI
00000200 44 53 54 55 56 57 55 59 SA 63 64 65 66 67 68 69 JSTUVWEYZcdefghi
00000210 64 73 74 75 76 77 78 79 TA 82 83 54 85 86 87 58 jstuvwxyzs, f..ti”
00000220 89 84 92 93 94 95 96 97 98 99 04 A2 A3 A4 A5 Af  HEF Ve MILLHE|
00000230 A7 A8 A9 AL Bz B3 B4 BS B B7 BS B9 BA C2 C3 C4 § @*=3-uq-,:°ili
00000240 €5 €6 €7 C& €9 CAL DE D3 D4 DS D& D7 DS D2 Di Ez AECEERGGAOH=@Tg
00000250 E3 E4 ES E6 E7 ES E9 EL F2 F3 F4 FS F6 F7 F8 F9  Asdecééénddfiisan
00000z60 FA FF DA OO0 OC 03 01 00 02 11 03 11 00 3F 00 FD d¢0.......... e
00000270 60 F8 7B FF 00 05 07 BF F1 EF C2 7D OB C7 89 E0  “mi{#....hik).gsa
00000280 1B 2B 5D 4B SE B4 17 16 94 4F Fg 91 76 91 00 42 . +]E* ..308'v .B
00000290 C5 32 AR CE 14 3F 24 OE 3F 44 00 F9 SF FE 04 87 A221f.7§.27.1 p.%
00000ZAD FF 00 05 DS FD A4 3F 60 DF 8F 57 BF OA 3C 29 FB  #..0¢ym7 B.UWe.<) 11
O00000ZED 3F 78 4E F7 4F 87 CO E3 5D B4 BF D7 2F AE 14 49 ?xN-0+h3] o#/®.1
000002CO B3 7C B6 FB CA C2 EE 88 D4 12 44 SC BE 46 74 50 | qaEAe- 0. JExFzP W

Ciffset: 0 Cryernirite

At first it appears to be a standard jpeg file with the usual header that you would expect. However,
as you scan down the file you notice there is another jpeg file header.



E File Edit Search View Analysis Extras Window 7 =
s v b LM P e 16 vi| ans v)| hex v

| Untitled? 5 comp3,jpg

COffset (h) 00 01 0Z 03 04 05 06 O7 OS5 0% OL OB OC O OE OF

00O0O0CAFOD [S 7F 62 15 13 6C 5F B3 OE &2 01 18 C1 F3 4F F3
0000CEOO [FA OO0 &7 FC 3B 77 Fa& 1B F3 4C A7 Fe &D FO F1 &4
0000CE10 [18 24 AC 47 3F Fg FD 00 3D FF 00 EO 9C 9F E1 04
00OO0CEZ0 PF EB 3F 67 OF OF E7 18 F9 92 53 C7 FD F7 40 12
0000CE30 {1 FF 00 04 EE FD 89 4D 94 2ZC 1F E3 97 87 20 00
000O0CE40 MO DE 14 9C OF 4F BEF 40 16 ED BF &0 AF D3 FZ D
0OO0CES0 1 ED BF 67 EF OF €6 50 00 A5 21 71 FF 00 E3 50
00OO0CE6D |0l 37 EC 13 FE IC DD 61 A7 FD 9E 7C 35 E4 72 19
0000CE70 [ED 43 23 F1 DD 40 16 62 FD 85 BF &4 C3 57 &C 7F
0000CEE0 O FC 34 07 FD 79 FF 00 FS EG 02 C5 AF EC 6D FH
00O0CES0 D 59 29 4E 6F 81 3E 1C 55 3D 40 BO 1C DO OS5 DH
00O0CEAD [F D2 63 F& 74 BS 65 6B 6F 83 5S4 02 15 00 OD EA
0OO0CEED B DA S0 34 8F 09 76 OB C1 9E 05 84 73 7C 1D E
0OO0CECO B 3D 35 2E 59 54 75 B4 84 26 F2 06 01 38 EBE 81
ODOOCEDD |40 1F FF Do FF D& FF ED OO0 10 4A 46 49 46 00 01
0OO0CEED 01 01 00 45 00 4% 00 00 FF DE 00 43 00 01 01 01
OOO0CEFO 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 o1
0O0O0CCO0 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 o1
0000CC10 01 01 01 01 01 01 01 01 01 01 01 01 01 01 o1 o1
00O00CCZ0 01 01 01 01 01 01 01 01 01 01 01 01 01 FF Co 0o
000O0CC30 OB 08 00 61 01 C3 01 01 11 00 FF C4 00 1E 00 O1
0000CC40 00 02 02 03 01 01 01 00 00 00 00 00 00 00 00 oo
0000CCS0 02 02 06 07 04 05 OA 02 01 03 FF C4 00 30 10 00
0OO0CCE0 01 04 03 01 01 00 01 04 02 01 03 03 05 00 00 05
OOO0CC?0 O3 04 06 07 00 02 05 01 09 16 04 15 14 15 11 12
0000CCE0 17 18 22 26 21 25 32 19 24 34 79 B9 FF DA 00 08 .."&!%2.f:yiyll..
0000CCS0 01 01 00 00 3F 00 F7 F1 8C 63 18 C6 31 8C 63 18 ....7.:fEc.E1Ec.
0OO0CCAD C6 31 SC 63 18 C6& 31 8C 63 18 C6 31 8C 63 18 C6 El1Ec.E1Ec.E1Ec. K
0O0O0CCED 31 8C 63 15 C6 31 8C 63 18 C6 31 8C 63 18 C6 31 1E:.E1E:.F1E:.E1
0000CCCO  8C 63 18 C6 31 8C 63 18 C6 31 8C 63 15 C6 31 &C (Ec.E1Ec.E1E:.FIE
0000CCDO 63 18 C6 31 8C 63 16 CA 31 8C 63 18 Ch6 31 8C 63 c.F1Ec.ElEc.E1Ec
OOO0CCED 18 C6 31 8C 63 18 €6 31 8C 63 18 C6 31 8C 63 18 E1Ec.E1Ec. E1Ec.
0OO0CCFO €6 31 SC 63 18 C6 31 8C 63 18 C6 31 8C 63 18 C6 El1Ec.E1Ec.E1Ec.E
0000CDOD 31 8C 63 18 CB 5F DE 7D CF 53 FC EE L1 BS ES OB 1Ec.E B} ISuipé.
0000CD10 ©2 35 64 1E AR DA DS 95 ED 7D 27 27 54 87 8C 99 ASd.«T@=ir'' 2@
0000CDZO 77 07 F2 CF 90 23 16 13 36 96 23 28 97 C3 5L B4 w.oE.#..6-#(—Lz-
0000CD30 &3 8B 38 FO 63 13 AF C6 BD 25 69 BZ AG 53 78 CO  foSsc. Es(i*¥Zxd
000O0CD40 01 2F DC 57 €4 74 F7 71 7D SE ES DF 9F B7? 77 14 . /UWitzc)~&sv-w.
Q000OCDS0 DO 77 A3 5B 19 EC C7 B7 6C 60 EE 74 DO 5C 14 3C Dwi[.ig lm&zDE.<
0000CDED  4C B4 6A 16 ES 39 4D 7D 10 DA 57 6B 3F 90 4D AZ L°3.49M.0Wk?.Ms
0000CD70  E4 23 BO CF 4C 59 01 BC DO 9C 7C 4C B4 82 8D 47 &H°ILY.wbe|L", .G
000DCDE0 48 17 4C 4E DF D5 FB A2 F8 A7 75 70 7F E7 AE 06 H.LMaO(¢aSu} .o@.
0000CDe0 EBS FF 00 E1 8B 06 AC ES 8B 66 72 CE 98 AC 8E BF ni.d¢ .-&frE -
00O0O0CDAD 94 33 AZ 62 95 C4 91 BC 22 8B AB 89 39 11 20 94 ~3cheAi W"c«%9. ~
0O000CDED Ci D4 9C DA F5 CBE 86 9F CA 20 C4 8B 71 09 &F 64 EOcUBEtYE feq. .3

Offset: CAFD Block: CAFQ-CEDN Length: E2 Creennrite

1 HxD - [CAUsers\AlanW\Pictures\comp3.jpg] = =

Someone has added a second image to the end of the main image. Using your hex editor it’s a
simple matter to delete everything before the second jpeg header, save the edited file and try to
open this newly shortened file. What you see is this:



www.eveningstandard.co.uk/colossus

As before, you have your next answer (Colossus) and your next port of call.

@‘ = iES hittpe/Ana,standard.co.uk/adverto © ~ & ‘ ES London Evening Standard | .. N
File Edit View Favorites Tools Help

i :

explore another world...

Challenge Five

CanYouFindIt.co.uk/secured

Take part in the latest challenge from GCHQ. Find and solve five challenges hidden all over the web — if you can. Then enter the solutions
at CanYouFindlt.co.uk and you will have a chance to win a Raspberry Pior a Nexus 7.

Jobs on offer Prizes

* Cyber & Technical Operations N Raspberry Pi Google Nexus 7
Various Locations Win one of 100 amazing mini-computers Win one of 5 of these cutting edge tablets

» Maths & Cryptography .
Cheltenham N ‘
» Advanced Technology Research >
> & e ‘ | More #»

Cheltenham

© Copyright GCHQ 2013 Terms & Conditions GCHQ Careers CanYouFindlt.co.uk

This page presents you with a URL directly, and in solving puzzles sometimes the obvious answer is
the right answer. If you use this web address it takes you back to the start page, and if the pattern is
maintained your final answer should be “Secured”.

Returning to the start page and typing in your answers:



(=0)| & nttpsi//canyoufindit.co.uk/ P~ M @ GCHQ 1 Can you find it? Aok

File Edit View Favorites Tools Help

(Gé*:iQ? Completed - 0%

explore another world...

Can you find it?
Your answers

Answer 1 | Turing

AWVLI QIQVT QOSQO ELGCV IIQWD LCUQE EOENN WWOAO ANSWErD Bletcmey

Answer 3 Enigma2013

LTDNU QTGAW TSMDO QTLAO QSDCH PQOIQ DQQOTQ OOTUD WA
Answer 4 Colossus

Answer5 | Secured
BNIQH BHHTD UTEET FDUEA UMORE SQEQE MLTME TIREC

LICAT QATUN QRALT ENEIN RKG

Jobs on offer Prizes

* Cyber & Technical Operations Raspberry Pi Google Nexus 7
Various Locations Win one of 100 amazing mini-computers Win one of 5 of these cutting edge tablets

* Maths & Cryptography

Cheltenham

®» Advanced Technology Research

Cheltenham Mors »

© Copyright GCHQ 2013 Terms & Conditions GCHQ Careers

then reveals that you’ve followed the trail correctly and you can provide GCHQ with your contact
details if you wish to be considered for a job.



(=0)| & nttpsi//canyoufindit.co.uk/ pL~-C H & GCHQ : Can you find it?

File Edit View Favorites Tools Help

o

explore another world...

Completed - 100%

Can you find it?

AWVLI QIQVT QOSQO ELGCV IIQWD LCUQE EOENN WWOAO
LTDNU QTGAW TSMDO QTLAO QSDCH PQQIQ DQQTQ OOTUD
BNIQH BHHTD UTEET FDUEA UMORE SQEQE MLTME TIREC

LICAT QATUN QRALT ENEIN RKG

Jobs on offer Prizes

®» Cyber & Technical Operations Raspberry Pi

Various Locations Win one of 100 amazing mini-computers

* Maths & Cryptography

Cheltenham

®» Advanced Technology Research

Cheltenham

© Copyright GCHQ 2013 Terms & Conditions GCHQ Careers

Congratulations

You've found and solved every one of the
challenges hidden around the web.

Enter your details for a chance to win in our
free prize draw.

Name

Surname

Email

. Opt-in to receive future employment related opportunities

[l Accept ferms and conditions

SUBMIT »

Google Nexus 7
Win one of 5 of these cutting edge tablets

More »

If followed the trail correctly then congratulations. If not, even following through with answer sheets
like this one can help you understand the mind-set you need to work on the more complex area of
communications security. I’'m sure there will be more opportunities to put what you have learned to
use.



